Abstract-Rapid growth of internet service attains better security of multimedia contents now a days. Heading this problem a DCT-based color image watermarking framework is proposed in this article. Many earlier works have suggested embedding watermark information in the low frequencies of the image to enhance the robustness against JPEG compression because low frequencies hold the most significant information of the image and not affected significantly by the quantization method of JPEG algorithm. Replacement of low-frequency components with watermark directly may incur undesirable degradation to the image quality. To preserve the visual quality of watermarked images, we are proposing a watermarking framework that adjusts the DCT lowfrequency coefficients by scaled averaging. The security issue is well-taken care with double secret keys. Experimental result set demonstrates that the embedded watermark can be extracted efficiently from the JPEGcompressed images even after very high compression, rewatermarking, other image processing attacks. The extraction algorithm is blind i.e., neither host image nor the watermark is needed at the time of extraction.
I. INTRODUCTION
Ownership authentication and copyright protection of image have achieved broad attention with the easy availability of internet services and technological advancements of peripherals. Illegal copying and misappropriation of digital image lead cyber crime.
Digital watermarking is one of the valid solutions towards the problem of image copyright protection and ownership authentication. For last 20 years, a number of researchers have proposed several frameworks on this area of interest. The following points should be considered while designing an invisible image watermarking framework- In the watermarked image, the watermark should be perceptually invisible to human visual system (HVS).  The watermarked image quality should not be degraded as such that could be revealed in HVS.  The watermark should sustain image processing attacks, re-watermarking, compression etc.
Invisible image watermarking is a method for embedding information into a digital image without deteriorating the image quality. It provides a persistent connection between the authenticator and the image it authenticates [1] . The digital invisible image watermarking (hereinafter referred to as watermarking for rest of the paper) can be categorized mainly into two types with respect to watermarking domain-spatial and frequency domain watermarking [2] . Spatial domain watermarking is useful to determine the ownership integrity. But it is not suitable for copyright protection as it is very fragile in nature. A counterfeiter may not retrieve the watermark from watermarked image but the watermark can be destroyed if image processing filters are applied or JPEG compression is performed on the watermarked image even at a very low level. Frequency domain watermarking approaches are proven efficient to resist the different type of attacks and compression. [3] . They first suggested that the watermark could be embedded in the low-frequency bands. Although lowfrequency coefficients are very sensitive to HVS but at the same time, it is also true that most compression techniques reduce the insubstantial parts of the image like-LSB in the spatial domain and high frequencies in the frequency domain. They proposed a spread spectrum watermarking technique where NxN DCT is performed on a NxN image to obtain NxN coefficients (Global DCT). At the encoding end, a NxN image D is taken and NxN DCT is performed to obtain NxN coefficients. They have chosen the watermark as a sequence of 1000 real numbers = 1 … 1000 . Each value of the watermark is chosen independently with a normal distribution having zero mean and unity variance. Now out of NxN DCT coefficients 1000 largest low-frequency coefficients are being taken (DC coefficient will be left as it is). As per the watermark sequence, extremely small modifications are done on these 1000 coefficients. After that IDCT is performed to obtain the watermarked image D′.
Their novelty in proposing the low frequency is more robust than high frequencies is well accounted because in JPEG compression the high frequencies are being discarded. So if we embed the watermark data into the high frequencies those will be lost if a JPEG compression is performed even with a high-quality factor (i.e., less compression). But their approach to performing Global DCT is surely reducing the watermarking capacity of the proposed technique because performing NxN DCT of NxN image results only NxN coefficients. Out of those, a few will be of low frequencies. So Global DCT is undoubtedly decreasing the capacity of embedding watermark.
In the year 2006, Yuan et.al. proposed a multipurpose color image watermarking algorithm for copyright protection and image authentication [4] . The main idea is to embed the robust and fragile watermarks into different color components of the color host image simultaneously. The fragile watermark is embedded in the spatial domain of Blue component using conventional LSB algorithm to achieve the excellence in image authentication whereas the robust watermark is embedded in the frequency domain of Green component to obtain the goal of copyright protection by modifying the Discrete Cosine Transform (DCT) coefficients. The idea of embedding watermark in spatial and frequency domain altogether really sounds well. Watermarking in 'Blue' channel is also well counted because 'Blue' is least sensitive to HVS if the spatial domain is concerned. If spatial domain watermark is extracted intact then it would be understood that there is no attack is performed because spatial watermarks are very fragile in nature. But embedding another watermark at frequencies of 'Green' using DCT would not be efficient because, RGB color space is highly correlated and that's why it is not considered in frequency domain watermarking. Instead, YCbCr space is more suitable for such coding.
In 2009 Lin et.al. have proposed another idea of watermarking that was claimed robust against JPEG compression [5] . They have also accepted the idea proposed by Cox et.al. [3] -Low-frequency coefficients can offer more robustness than high frequencies against JPEG compression. According to their framework, the host image is transformed from RGB to YCbCr color space before frequency domain coding and Y part is considered for watermarking. They've performed 8x8 block DCT on host image and then quantized by standard JPEG quantization matrix. They claimed quantizing blocks prior to watermarking gives additional robustness against JPEG compression. But quantizing an image at the watermarking end is unacceptable because, quantization process discards many high frequencies (i.e., loss of image information) of an image so deteriorating the quality of host image at the time of watermarking is not at all accepted. They've identified the low frequency DCT coefficients at positions C(2, 0), C(1, 1), C(0, 2), C(0, 3), C(1, 2), C(2, 1), and C(3, 0). Out of these only two coefficients C(0, 2), C(2, 0) are considered for embedding watermark bits. Choosing only two coefficients may lead damage to the watermark by any counterfeiter because, even if these two frequencies are scaled (up or down) by a minimum amount, the watermark will be severely damaged. The rewatermarking attack is not also taken into consideration. In this attack, the counterfeiter usually embeds his own watermark into the watermarked image using the own secret key and claims the ownership.
In 2012 Deb et al. have proposed a combined DWT and DCT based watermarking technique with low frequency watermarking with weighted correction [12] . DWT has excellent spatial localization, frequency spread, and multi-resolution characteristics, which are similar to the theoretical models of the human visual system (HVS). DCT based watermarking techniques offer compression while DWT based watermarking techniques offer scalability. The proposed method embeds of watermark bits are in the low-frequency band of each DCT block of selected DWT sub-band. The weighted correction is also used to improve the imperceptibility. The extracting procedure reverses the embedding operations without the reference of the original image. Choosing low-frequency band for watermark embedding like [3] [5] surely enhances the robustness of the scheme under various attacks such as JPEG compression but the quality of watermarked image is not that well obtained with respect to the PSNR reported. The security issues are not being taken into consideration.
In the year of 2013 Raval et.al. have proposed another approach of frequency domain watermarking through combined DWT-DCT [11] . They perform DWT on the host image then again DCT is applied on the decomposed sub bands. To make their framework robust against JPEG compression they passed the FDCT data into EBCOT (embedded block coding optimal truncatation) algorithm. watermark bits which are embedded into the frequencies of the host image. They did not mention the desired frequency region for watermarking. Considering high frequencies for watermarking surely decreases the robustness. Using EBCOT algorithm to resist the JPEG compression is also not very effective for common image processing applications those are using standard JPEG algorithm.
In 2016 Zong et al. [13] have proposed DCT based method for image watermarking. In the watermark embedding process, the host image is divided into blocks, followed by the 2-D DCT. A secret key is applied to each image block to randomly select a set of DCT coefficients of middle frequency for watermark embedding. Watermark bits are inserted into an image block by modifying the set of DCT coefficients with the help of an error buffer to deal with errors caused by attacks. In the watermark detection process, the corresponding detection matrices are formed from the received image using the same secret key. Afterward, the watermark bits are extracted from the detection matrices. Since the proposed watermarking method only uses two DCT coefficients (of middle frequencies) to hide one watermark bit, it has a limitation in hiding the watermark of bigger size. That means the size of watermark and host image ratio should be moderate enough. Though they have claimed that their method is robust against JPEG compression but using middle frequencies for watermark embedding may not sound good to higher degrees of JPEG compression. As they've used only two coefficients per block to embed watermark, the low-frequency components are suggested to good in the tradeoff between imperceptibility and robustness.
Keeping all the aforementioned limitations in the account, a DCT based invisible image watermarking framework is proposed hereinafter which is robust against JPEG compression, other leading image processing attacks as well as re-watermarking. In this work, we have performed 8x8 block DCT on the color host image to embed a binary watermark into it. The binary watermark is scrambled with a secret key to employing additional security. The watermarking information is embedded into one of the seven low-frequency coefficients of each 8x8 block depending on another secret key. Instead of embedding watermark bits, we have proposed a new phenomenon called scaled average. The watermark extraction is blind and the same set of secret keys is needed to extract the watermark.
The watermark embedding algorithm is reported in Section 3, the extraction algorithm is reported in Section 4. Result set analysis is depicted in Section 5 and conclusions are being made i Section 6.
III. EMBEDDING ALGORITHM
The steps of proposed watermark embedding algorithm are described belowInput: Host Image, Watermark, Secret key-1,Secret key-2
Output: Watermarked image
Color space transformation-Step 1
The host image (H) will be transformed from RGB color space to YCbCr color space because RGB color space is highly correlated and not suitable for frequency domain watermarking such as DCT [6] . Y part is called the luminance component whereas the Cb and Cr parts are called blue chrominance and red chrominance respectively. Although the luminance is much sensitive to HVS than the chrominance still the luminance (Y) channel of host image is considered for embedding watermark because JPEG compression discards a lot of chrominance information during chroma subsampling. So the watermark will not sustain against JPEG compression if the watermark is embedded at chrominance part. The transformation from RGB color space to YCbCr color space is done with following matrix [5] . Fig. 1 (a) shows the host image in RGB color space and Fig. 1 (b) shows the luminance (Y) of the host image. 
Watermark scrambling-Step 2
The binary watermark (w) is taken and scrambled by applying Secret key-1. The watermark is scrambled to employ enhanced security to the proposed watermarking system. Even if a counterfeiter able to extract the watermark from a watermarked image, the scrambled watermark will be retrieved, not the original one. The binary watermark of size 256x256 is divided into sixtyfour 32x32 nonoverlapping blocks. Depending on the 24-byte long Secret key-1 these sixty-four blocks get shuffled their positions as per our scrambling algorithm. With two different value of Secret key-1 such as β 1 and β 2 the watermark gets scrambled in an absolutely different manner as shown in Fig. 2 .
24-byte key will be divided into 64 groups where each group contains consecutive 3 bits as follows- Now every pair of 2 consecutive blocks will be swapped provided either of the blocks is not swapped earlier. In the above example, the block of position (5, 2) is swapped with (1, 7) but next pair (6, 5) will not be swapped with (1, 7) as because (1, 7) is already swapped with (5, 2). Continuing in this manner the logo will be scrambled. 
Texture localization-Step 3
The scrambled binary watermark can have two possible pixel values-255 and 0. The pixels of scrambled watermark having value 255 are substituted with 0. On the other hand, the pixels having value 0 are substituted by the Y values of the host image. Fig. 3 (a) (b) (c) are provided in this regard. 
DCT of luminance of host image-Step 4
Discrete Cosine Transform is a well-known method for signal decomposition that transforms an image from spatial to the frequency domain. The DCT works by separating an image into parts of differing frequencies. The forward DCT of an image will be achieved from Equation2 [7] .
Where, 
Encoding-Step 5
Each 8x8 block is having 64 coefficients, out of these the (0,0) element is known as DC coefficient that has most significant information of that block. Other 63 coefficients are called AC coefficients where typically 7 coefficients from top-left corner of the block are considered as low frequency coefficients [5] [6] such as- (0,1) (0,2) (1,0) (1,1) (1,2) (2,0) (2,1) . The higher frequency coefficients are obtained traversing towards the right-bottom corner of the block. In JPEG compression the high frequencies are being discarded because our psycho visual system is less sensitive towards high frequencies [3] [6] . So choosing high-frequency band for watermarking will surely lack robustness against JPEG compression. That's why low-frequency band is considered for hiding the watermark in current context.
Scaled average of two low-frequency coefficients is calculated and another low-frequency coefficient is substituted with the averaged value for such blocks where the value of DC coefficient is different in texture localized watermark and host image, i.e., the host image blocks where the watermark blocks are superimposed. On the other hand for the blocks where the value of DC coefficient doesn't differ will remain same. Fig. 4 shows the low-frequency coefficients of the 8x8 block. A 384 byte long Secret key-2 is taken (may be formed by repeating Secret key-1 for 16 times) and applied to determine which coefficients are to be averaged and which one will be substituted by averaged value. Proposed operations are as follows depending on different values of Secret key-2. Now consider the following key-
011000110110………
This key will be divided into 1024 groups where each group is having 3 bits. The following image block analysis illustrates the encoding techniqueLet us assume that, block (6, 6) is such a block where DC value of the block is different in texture localized watermark and host image i.e., the block contains watermark information.
The luminance of aforesaid block be as follows- Say the key value 2 is assigned for (6, 6) , so according to our framework the values of the coefficient (0, 1) and (2, 0) will be summed up and divided by the value 2. The resultant value will substitute the value of coefficient 
Modified : (1, 0) = 160.5
IDCT-Step 6
Inverse DCT needed to be performed on individual blocks after encoding, IDCT will be done according to Equation3 [7] .
Where
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Color space re-transformation-Step 7
Finally, the watermarked image will be obtained by transforming from YCbCr color space to RGB color space using Equation4. Fig. 5 Shows the final watermarked image. 
IV. EXTRACTION ALGORITHM
At the extraction end, we need to execute the extraction algorithm keeping the watermarked image and both secret keys as the input parameters and the algorithm outputs the watermark. The steps of proposed watermark extraction algorithm are described belowInput: Watermarked image, Secret key-1, Secret key-2 Output: Watermark
Color space transformation-Step 1
The watermarked image will be transformed from RGB color space to YCbCr color space using Equation1 and only Y part is taken for consideration. Fig. 6 
DCT of luminance of watermarked image-Step 2
Watermarked image is divided into 8x8 nonoverlapping blocks and forward DCT is performed on the Y part of watermarked image for all such blocks using Equation2.
Decoding-Step 3
Each block is examined thoroughly after applying Secret key-2 (may be obtained by repeating Secret key-1 for 16 times) that is used at the time of encoding. A particular block is considered to be watermarked if a particular low-frequency coefficient (derived from Secret key-2) holds the frequency of scaled average of other two low-frequency coefficients (derived from Secret key-2).
The following example is provided to illustrate the decoding technique. The block (6, 6 ) is taken to examine it is watermarked or not. After performing FDCT the coefficients are as follows-I.J. Image, Graphics and Signal Processing, 2017, 9, 40-50 -483  295  87  30  3  2  1  0   161  154  -8  -24  -30  -16  -10  -5   26  -21  -46  -14  0  -5  -5  -5   11  -9  -13  8  -13  -15  -2  -2   -2  -20  -22  -8  -10  -2  7  3 1 -6 -1 5 2 5 3 0
Same assigned secret key value 2 that is used at the time of encoding is applied. According to our framework following calculation is performedFor assigned value=2,
Where 'δ' is a marginal threshold.
Here the block (6, 6) is considered as watermarked block because the scaled average of coefficients (0, 1) and (2, 0) (i.e., 160.5+0.5=161 where δ=+0.5) is found at coefficient (1, 0).
Frequency substitution-Step 4
The frequency of DC coefficient of a watermarked block is substituted by very high frequency (e.g. 2000) and the frequency of DC coefficient of an unwatermarked block is substituted with very low frequency (e.g. -2000). DC coefficients are holding the most significant information of every DCT block and as the binary watermark is considered in current context, substituted DC frequencies will be good enough to reconstruct the binary watermark. After high-frequency substitution at DC coefficient, the block (6, 6) is as follows- 
After low-frequency substitution at DC coefficient, an unwatermarked block say (1, 1) is as follows- 
IDCT-Step 5
Inverse DCT is performed using Equation3 to obtain the scrambled watermark in spatial form. Fig. 7 shows the extracted watermark in scrambled form. 
Descrambling-Step 6
Same Secret key-1 that is used at the time of scrambling the watermark is applied to descramble the extracted watermark to obtain it in its original form. Fig.  8 shows the final extracted watermark after descrambling. The experiments with the proposed watermarking framework are being performed on a variety of images with different watermarks and satisfactory results are being obtained. The leading features of proposed watermarking framework are stated below- Frequency domain watermarking framework offers more robustness than spatial domain.  Using luminance component (Y) for embedding watermark makes the framework more robust because the human visual system is more sensitive to luminance and that's why most filter based image processing attack does not touch the luminance part of an image as such. In JPEG compression, also luminance part is not downsampled [6] . Therefore, even after performing the filter based attacks and JPEG compression, the watermark can be still extracted in recognizable form. information of the image. So, watermark information can be retrieved from low-frequency coefficients even after high JPEG compression.  There is no fixed block (8x8 DCT block) for embedding watermark information. The watermark embedding blocks are identified depending on the watermark itself. That employs additional robustness to the framework against rewatermarking. It empowers the owner to extract the watermark if the watermarked image is rewatermarked with a different logo by any counterfeiter.  Security is well considered in the proposed framework. Two secret keys are used-the first one is used to scramble the watermark before embedding. And the second one is used to identify one of seven low-frequency coefficients within an 8x8 DCT block for watermark encoding. Without knowing these two secret keys a counterfeiter will not be able to extract the watermark.  The extraction algorithm is blind that means, neither the host nor the watermark is required at the decoding end.  If an attacker who knows the algorithm arbitrarily changes all of the seven low-frequency components, the image quality will be degraded severely. The counterfeiter won't be able to damage the watermark without degrading the watermarked image because embedding coefficients are chosen dynamically by Secret key-2.
The perceptual invisibility of watermark to HVS is established with PSNR. It is most commonly used as a measure of the quality of watermarked image and could be defined via root mean square error (RMSE) as described in Equation5. [8] [14] . The detailed experiment has been carried out and we have achieved a set of nice PSNR values which are more than 50dB. Hence no difference between host and watermarked image can be noticed in bare eyes. Table 1 is provided in this regard.
If a pixel in the host image is defined as Y (i,j) and that in the watermarked image is defined as y (i,j), then the root mean square error (RMSE) of the watermarked image is computed with Equation6 [9] . The quantitive similarity measurement between the referenced watermark and extracted watermark is computed by normalized correlation (nc). The nc calculation is done with Equation7 [10] .
The proposed watermarking framework is being tested regarding JPEG compression on a number of color images with different quality factors. But it is observed that the watermark is sustained and extracted well even at a low-quality factor. Some of the tested results on the image-'Barbara' is reported at Table 2 and some other results are depicted at Table 3 The leading image processing filter based attacks like-auto tone, auto color, despeckle etc. are also considered in our experiments. The extracted watermark shows the robustness of the proposed framework against the different filter based attacks. Some of the tested results on the image-'Lena' is reported in Table 4 and some other results are depicted in Table 5 . The detailed experiment has also been carried out to determine the robustness of the proposed watermarking framework against re-watermarking and changing lowfrequency coefficients (i.e., embedding positions). The footprint of the original watermark can be found even after re-watermarking because-8x8 embedding blocks are watermark dependent. Two different watermarks can't be completely overlapped with each other. So at the extraction end, the second watermark (which is used by the counterfeiter) will be extracted as it is whereas the original first one may be extracted in partially damaged condition. And that is significant in claiming of ownership and copyright of the actual owner. Fig.9 . Re-watermarking attack 
VI. CONCLUSION
A DCT based invisible color image watermarking framework is proposed in this paper. The watermark is embedded in the low-frequency coefficients of the luminance of host image. Embedded watermark can be extracted even after high JPEG compression, filter based attacks like-auto color, auto tone, unsharp mask, noise, invert etc. Another leading aspect of the proposed framework is, the blocks selected in the host image for embedding watermark are the function of the watermark itself. The framework is proven robust against rewatermarking as well. The watermark extraction is blind i.e., neither the host nor the watermark is needed at the extraction end. Security aspects are well taken care of with two different secret keys where the first one is used to scramble the watermark and the second one is used to determine low-frequency coefficient for watermark coding. Experimental results show that the proposed framework outperforms the earlier works in DCT based image watermarking. 
